Configuracdo de VPN usando Client do OpenVPN da SPA

1 — Baixa o instalador do client OpenVPN disponivel na intranet da SPA por meio do menu
Downloads >> Softwares:

O instalador também pode ser baixado direto do site abaixo:

https://openvpn.net/client-connect-vpn-for-windows/

2 — Apds o download do instalador, execute-o, seguindo a sequéncia abaixo:

O client deve ser instalado no computador que ird acessar a rede (notebook ou computador de
casa) e ndo no computador que fica na SPA.

45! OpenVPN Connect Setup — X

Welcome to the OpenVPN Connect Setup
Wizard

The Setup Wizard will install OpenVPM Connect on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard,

Back ‘ Cancel



https://openvpn.net/client-connect-vpn-for-windows/

45 OpenVPN Connect Setup — X

End-User License Agreement

Please read the following license agreement carefully

CpenVPN Connect EULRA: A~

CpenVEN License

CpenVPN Connect End User License Agreement (OpenVEN
Connect EULA)

1. Copyright Notice: CpenVPN Connect License; v
I accept the terms in the License Agreemenf>
Print Badk Cancel
45 OpenVPN Connect Setup - X

Ready to install OpenVPN Connect @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

...
Back o) Install ' Cancel

ﬁ OpenVPN Connect Setup

Completed the OpenVPN Connect Setup
Wizard

Click the Finish button to exit the Setup Wizard.

3 — Apods a instalagdo, abrir o software client clicando no icone do programa no menu iniciar do
Windows e seguir a sequéncia abaixo:



OpenVPN Connect

Onboarding

Impaort Profile

You can import a profile from a server
by entering URL, IP or hostname.




OpenVPN Inc. Data Collection,
Use And Retention

OpenVPN Inc. presents our updated
policies to transparently show how
we collect. use, or retain your data

By clearly and openly presenting the

terms of our policies we hope to
maintain the trust and confidence of
all our valued customers. Qur priority
is to educate and make it easy for
customers to understand what data
we collect why we collect it. and
how we use it.

APP DATA USAGE

OpenVPN Connectis used to create
VPN tunnels that connect to Access
Servers, Community OpenVPN
Servers. and any other third-party
service that works with the OpenVPN
protocol OpenVPN Inc. does not
have control over these servers. and
the data policy of each of these
servers are degg s the owner

Settings Updates

MDS5 Signatures support

MD5 signatures are no longer supported,
because they are insecure.

Compression

Compression is disabled by default. If
you would like to use compression,
please re-enable this setting.




OpenVPN Connect

— Import Profile

- D

Drag and drop to upload .OVPN profile.
You can import only one profile at a time

o
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BROWSE

Clicar em BROWSE e localizar o arquivo de conexdo no seu computador.

@ Import Profile or Certificate X OpenVPN Connect
4 Ml » Este Computador + Area de Trabalho > v | O | Pesquisar Area de Trabalho » = Import Profile
Organizar Nova pasta B O @
- URL FILE
Nome Data de modificagio  Tipo Tamanho
# Acesso rapido
B iresde Tabalho +] neme_usuaric.ovpn 23/03/2020 11:32 OVPN Prafile 5K8
rea de Trabalho

29/11/2019 23:06 Pasta de arquivas Drag and drop to upload .OVPN profile.

¥ Downlosds £ Security_Center_v_5_2_SR11_b1887_2_Full 25/11/2019 14:25 Pasta de arquivos You can import only one profile at a time.

Documentos  #
& Imagens »
02_ATP
2020
2020
alex.costa
@ OneDrive

[ Este Computador

i Rede

Nome: | nome_usuario.ovpn

O arquivo de conexdo deve ser obtido com a equipe de Tl da SPA por meio de chamado no
Suporte pela intranet ou por meio do e-mail suporte.ti@portodesantos.com.br.



mailto:suporte.ti@portodesantos.com.br

OpenVPN Connect

Imported Profile

Access Server Hostname (locked)

189.50187.216

Profile Name

189.50.187.216 [nome_usuariol

D Connect after import

Profiles

CONNECTED
@ 189.50.187.216 [nome_usuario

CONNECTION STATS

36KB/s

A

120B/5 1“ 257B/S

0B/s

00:00:06 0 sec ago

YOU 0

10.8.0.22

A partir da conexdo o usudrio ja consegue acessar seus arquivos no servidor de arquivo
utilizando o endere¢o \\10.0.10.8 no Windows explorer, conforme imagem abaixo:


file://///10.0.10.8

[

+ | 100108

Inicia Compartilhar Exibir

& v 4 B Rede » 10.0.108

7 Acesso rapido Backup sefip suporte
1] Area de Trabalho # =z

<@ /P
& Downloads »
[ Documentos  #

&= Imagens »

Ao término das atividades o usuario deve clicar no mesmo botdo para desconectar da VPN,
conforme imagem abaixo:

Profiles

DISCONNECTED

O 189.50.187.216 [nome_usuariol



